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Robust acquisition at GPS receivers in unsafe
locations using complex wavelet transform
M. Moazedi, M. R. Mosavi∗ and A. Sadr

Growing importance of Global Positioning System (GPS) applications in various fields, leads many
researches to the security of GPS systems and investigation of eventual perturbations in them. One
of the most important intentional interferences is spoofing. This work presents an anti-spoofing
method based on complex wavelet transform (CWT). Fake satellites are omitted and then
understrength satellites due to spoofing are identified. The results of investigation suggest that
the proposed CWT based estimation and extraction method is better than relatively simple
wavelet transform. The suggested filter is applied in the Intermediate Frequency signal. Cross-
validation technique is used for automatically identifying wavelet signal layers. The proposed
method has been implemented on different collected datasets. Software GPS Receiver has been
used to implement and validate the developed anti-spoofing technique because it is more
flexible and economical compared with usual hardware receivers.
Keywords: Complex wavelet transform, GPS receivers, Interferences, Robust acquisition, Dual-tree, Acquisition

Introduction
The free availability of the Global Positioning System
(GPS) since 1980 and its accuracy for positioning and
timing, combined with the low cost of receiver chipsets,
has caused a growing number of GPS applications for
localisation, navigation, time synchronisation, mapping
and tracking. Moreover, civilian GPS signals are unen-
crypted, predictable and low power ones. These made
them vulnerable to RF interference (Warner and John-
ston 2002). As shown in Fig. 1, spoofing is the trans-
mission of fake GPS signals that receivers accept as
authentic ones (Bonebrake and O’Neil 2014). By show-
ing the vulnerability of civil GPS receivers to interfer-
ence, the researchers try to devise methods for
protecting against attacks like spoofing. One of the
effective approaches to counterfeit spoofing is to track
the encrypted Y-code. Unfortunately, this is possible by
using a GPS receiver including Selective Availability
Anti-Spoofing Module (SAASM) (Kaplan and Hegarty
2007). In the SAASM receivers, proper mechanisms are
employed for spoofing detection and mitigation in the
GPS receiver.
GPS receiver can be vulnerable to spoof signals in dis-

tinct operative levels such as antenna and front-end level,
acquisition, tracking loop and positioning solution or
pseudo-range. With taking into this consideration, coun-
tering acts can be done in different GPS operative levels
(Jahromi et al. 2012a).
Acquisition is the first signal processing operation per-

formed on the Intermediate Frequency (IF) GPS signal

(Mosavi and Shafiee 2016). Acquisition identifies the
Line-of-Sight (LOS) satellites and estimates the Doppler
frequency and delay in Coarse/Acquisition (C/A) code
of the satellite signals. In the next step, tracking is per-
formed through parallel channels based on acquisition
measurements. Therefore, the performance of acquisition
processes directly influences the performance of tracking
operation (Ahmad et al. 2016).
So far, various methods have been proposed to deal

with spoofing. From the most important interference
detection techniques can be noted to Signal Quality
Monitoring (SQM) (Mitelman 2004), Vestigial Signal
Defense (VSD) (Wesson et al. 2011), Vector Base (VB)
GPS receiver (Jahromi et al. 2012b) and detection based
on carrier to noise ratio (Motella et al. 2010). In the
case of spoof reduction, it can be mentioned to using
VB receiver, authentic signal estimation by the predictor
such as Kalman filter (Jwo and Lai 2008) and Receiver
Autonomous Integrity Monitoring (RAIM) (Ledvina
et al. 2010). Some countermeasures are mainly based on
constantly investigating and comparing the internal and
external information, and then estimating of authentic
signal (Kwon et al. 2014). Adaptive filter is used for esti-
mating the parameters of authentic and forgery signals
(Mosavi et al. 2016).
A desirable criterion for anti-spoofing algorithms is

that it can be added to civil GPS receivers easily. In con-
trast to previous methods, the necessity of introducing a
new spoof mitigation algorithm that can be implemented
simply in civil GPS receiver is clearly observable. Here, we
have introduced a novel technique for GPS data proces-
sing based on wavelet transform (WT). Techniques
based on WT, have been extensively used in data com-
pression, signal processing, data analyses in engineering,
finance, science, etc.
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First, Ref. (Collin and Warnant 1995) used WT in
order to slip correction of GPS cycle. Fu and Rizos
1997 reviewed several applications of wavelets to GPS
data processing (Fu and Rizos 1997). Ogaja et al. intro-
duced the WT to analyse the GPS results in a structural
monitoring application (2001). Satirapod et al. applied
different wavelets to separate the systematic error com-
ponent from the noise component in the GPS double
differenced residuals (2003). The Ref. (Chien et al.
2017) proposes a novel anti-jamming architecture, com-
bining wavelet packet signal analysis with adaptive
filtering theory to mitigate chirp interference. WT has
also been used in repeat-time based interference miti-
gation for GPS receivers (Lawrence 2017). A wavelet
packet transform-based adaptive predictor with a new
adaptive threshold selection algorithm is proposed
newly (Chien 2018). A novel GPS signal acquisition
scheme based on discrete wavelet transform (DWT) is
proposed to improve acquisition performance (Ahmad
et al. 2016).
The next section dedicated to study of complex wavelet

transform (CWT). Then we will propose the spoofing
detection and reduction approach based on CWT. Four
rooftop-collected data sets used in performance assess-
ment of the proposed method, are described later. After
that, processing results and their interpretation are dis-
cussed. Some general conclusions are drawn at the end
of the paper.

Complex wavelet transform
CWTwill be shortly introduced here. WT is a helpful tool
for processing of non-stationary and transient signals
such as GPS signals, (Mosavi and Emamgholipour
2013). A significant aspect of WT is high precision in
both of time and frequency resolution. Indeed, it presents
an alternative to standard Fourier Transform (Azarbad
and Mosavi 2014).
Wavelet packets provide a general representation of

multi-resolution decomposition and include the entire
family of sub-band coded (tree) decompositions. The
inverse of this transform has the perfect reconstruction
(PR) property. The WT suffers from four fundamental,
interweaved shortcomings: (1) oscillations, (2) shift var-
iance, (3) aliasing and (4) lack of directionality (Kings-
bury 2001). Fortunately, a simple solution exists for all
of these shortcomings. The main aspect is that Fourier
Transform is not faced with these problems. It is based

on complex-valued oscillating sinusoids as

eiVt = cos (Vt)+ j sin (Vt) (1)

Based on FT, a CWT is represented as

cc(t) = cr(t)+ jci(t) (2)

where ψr(t) is real and even and jψi(t) is imaginary and
odd. The complex scaling function can be defined simi-
larly. Projecting the signal onto 2j/2ψc(2

jt−n) the complex
wavelet coefficient is resulted as

yc(j, n) = yr(j, n)+ jyi(j, n) (3)

|yc(j, n)| =
������������������������
|yr(j, n)|2 + |yi(j, n)|2

√

/yc(j, n) = arctan
yi(j, n)
yr(j, n)

( ) (4)

The energy in the wavelet domain is equal to the energy
of the input signal:∑

j,n

(|yh(j, n)|2 + |yg(j, n)|2) =
∑
n

|x(n)|2 (5)

As with Fourier Transform, CWT can be used to analyse
and represent both real and complex-valued signals. Both
ψr(t) and ψi(t) form orthonormal or biorthogonal bases.
We will focus on a dual-tree approach, the redundant
type of CWT. It is based on two Filter Bank (FB) trees
and thus two bases.

Robust acquisition
One of the most significant responsibilities of a GPS recei-
ver is the determination of LOS satellites such that posi-
tioning error be minimised. The selection process plays
a critical role in the whole positioning process. Therefore,
if satellites are selected inappropriately, the final position-
ing will not be reliable. Spoofing can affect the acquisition
process in two different ways. First, the spoofer generates
one or more fake correlation peaks and these peaks take
the place of the real ones. Second, the spoofer can manip-
ulate the acceptable satellites by the receiver. It will be
shown that monitoring the features of received GPS sig-
nals during the acquisition process is highly effective to
reduce receiver vulnerability to spoofing attack.

Fake satellites identification
Generally, feature detection is used to isolate or extract
important information of a signal. Wavelets are well in
detecting and isolating certain features appearing in the
signal. This is essential for the suggested CWT based
algorithm in retrieving the spoof signal from received
data. The experiences are verified on acquisition process
of a software GPS receiver, on which external disturb-
ances are presented in the form of high wavelet
coefficients.
The detection process must own good indicator proper-

ties for successful detection: all real features should be iso-
lated, and false warnings should be minimum. There is
another requirement for successful on-line detection:
fast detection. Building dedicated waveforms can improve
the results, and the real-time algorithm provides fast spoof
detection, which is helpful to minimise execution loss. On
the other hand, if the feature can be detected totally,

1 Deviation of GPS receiver from the original path
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detection accuracy will be optimal. Therefore, a trade-off
between accuracy and speed should be considered. Pro-
posed on-line wavelet-based feature detection technique
used the real-time wavelet analyser.
The latter step is designing a decision rule based on

information of the indicator that can decide whether a
feature is detected or not. In the case of our approach,
the decision rule is a threshold. A fake satellite has a
large first peak in the acquisition process. The feature
will be identified if the coefficient value of a certain
level rises above the specified threshold. After omission
of counterfeit satellites, we will try to identify the conk
out satellites due to spoofing in the next section.

Satellite existence verification
A Satellite Existence Verification (SEV) process for
detecting low power GPS signals due to spoofing attack
is presented in the acquisition process. This is based on
the time–frequency presentation of GPS signal while the
signal is absent. The SEV method assists the acquisition
process of GPS signal in detection of low power signal,
without making a change in the original signal acquisition
algorithm. In this way, acquired GPS satellites could be
increased to continue the navigation process.
The GPS L1 signal received from the kth satellite in the

front-end can be described as (Kaplan and Hegarty 2007):

S(k)
L1 [n] =

���
Pc

√
C(k)[n]D(k)[n] cos [vIF n]+ e[n] (6)

where Pc is signal power,C[n] is the C/A code sequence.D
[n] is the navigation message. ωIF is the IF frequency, and
n denotes the nth sample of the signal in discrete time rep-
resentation. e[n] is generally the unwanted signal, which
includes interference or noise.
A single trial decision is shown in Fig. 2. The left and

right curves in both graphs represent the probability den-
sity functions of noise with signal present and absent,
respectively. A satellite signal is declared present if the
estimated Signal to Noise Ratio (SNR) in the acquisition
step is over the threshold. Nevertheless, the black area
presents a false alarm of signal. The signal detection pro-
cess would have a probability of miss-detection (Pmd).
Under the hypothesis 0 of signal absence or code delay/
Doppler frequency shift mismatch, the false alarm prob-
ability (Pfa) is defined (Kaplan and Hegarty 2007) as

Pfa,Vt = Pfa(S(t, fD) . Vt|H0) (7)

Pfa,Vt presents the possibility that the decision variable
S(t, fD) proceeds a predefined threshold Vt under hypoth-
esis H0. Inversely, under the hypothesis H1 the detection

probability (Pdet) is defined as

Pdet,Vt = Pdet(S(t, fD) . Vt|H1) (8)

Pdet ,Vt indicates perfect delay, signal presence and fre-
quency alignment between the local replica and the
received signal. Normally, a false alarm probability (Pfa)
is chosen first, and detection probability (Pd) and the cor-
responding threshold can be estimated. The miss-detec-
tion probability (Pmd) increases until Pfa is strict as a
typical power signal. Therefore, the satellite with low
power signal would be pushed aside while the SNR is
below the specified threshold. Therefore, the acquired sat-
ellites will be reduced and then might not be sufficient for
navigation. In the acquisition process, by multiplying a
local replica C/A code generated according to the
acquired code delay information, the C/A code is elimi-
nated from the received GPS signal. If the signal existed,
the remaining signal with a length of 1 ms would include
undesired noise terms and a carrier as

S(k)
L1 [n] = cos [vIF n]+ e[n] (9)

The navigation information is the same within 1 ms.
Afterwards, the remaining signal is mapped into CWT.
1 ms GPS signal sampled at 5.7 MHz is used to perform
the algorithms. CWT is utilised to perform the Fast Four-
ier Transform (FFT) on 2850 points instead of 5700 point
FFT without affecting the operation of the acquisition
process. Concentrating the signal energy in some coeffi-
cients of WT, helps to apply FFT on decreased number
of points. This simplifies complexity of the acquisition
process. Fig. 3 shows a detailed block diagram of the
SEV process for a specific Pseudo Random Noise
(PRN). Additionally, the SEV method would be per-
formed the following acquisition stage when the SNR of
a satellite signal is under and near to the threshold Vt.
After the wavelet decomposition, a cross-validation

technique is used to identify automatically signal levels
of the wavelet-decomposed (Arlot and Celisse 2010).
The basic concept of cross-validation is to cross-validate
filtered results with data samples (Zhong et al. 2008).
The proposed algorithm is implemented as:
Step 1: Dividing the observational data series (xi, yi), i

= 1, 2,… N into two parts, the even series (x2,2m, y2,2m)m
= 1, 2,… N1 and odd series (x1,2m–1, y1,2m–1). The even
series is sampled randomly as the validation series, and
odd series is referred to as the filtering series.
Step 2: Utilising wavelet decomposition of K-level in

the filtering series. In this way, the filtered values at the
kth level are obtained. Now, the variance of the validation

2 Typical strength GPS signal detection in acquisition process (left) and received power GPS signal detection in acquisition
process (right)
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series relative to the filter values is obtained as

C(k, P) = 1
N2

∑N2

i=1

[y2,i − f
′
(x2,i)]

2
(10)

where P is a random division of the even series. (x2,i, y2,i),
i= 1, 2,… N2 is the validation samples, and f′(x2,i) are
extracted by cubic spline interpolation of the filter values
for the x2,i epoch.
Step 3: Using the decomposed signals between the k1th

and k2th levels as the filtered values and repeating ‘Step 2’.
Here the details are from 1 to K levels, and the approxi-
mation is presented by the (K + 1)th level. After that,
values of the filter from the k1th to the k2th levels is
sampled randomly for M times, denoted by Pj, j= 1,2,
… M. Therefore, equation (11) helps to obtain M var-
iances C(k1,2,Pj) and finally, their average can be calcu-
lated by

�C(K1,2, P) = 1
M

∑M
j=1

C(k1,2, Pj) (11)

The k1,2 is referred to the signal levels of the filtering
series. This makes the smallest �C(K1,2, P).
Step 4: Decomposing the raw observational data series

with a (K + 1) level WT, and then selecting results from k1
+ 1 to k2+ 1 levels based on the ‘Step 3’ outcomes. Since
the sampling rate in the odd series is half of the raw obser-
vational series, a (K+ 1) level WT is selected.
Step 5: Saving the coefficients of the signal levels speci-

fied in ‘Step 4’, and then setting the coefficients of the
other decomposition levels to zero. Based on the resulted
wavelet coefficients, the values filtered from observational
series are recreated.

Filter design for the dual-tree CWT
The Dual-Tree CWT (DTCWT) is a relatively recent
enhancement to DWT, with additional properties.
The only cost is an acceptable redundancy, which is
2d for signals with d-dimensional. Like designing the
filter of real WTs, different approaches exist to the fil-
ter’s design of the DTCWT, which satisfy the wanted
features: approximate half-sample delay, PR biortho-
gonal or orthogonal, finite support (Finite Impulse
Response (FIR) filters), analyticity and linear-phase
filters (Sivaramakrishnan and Nguyen 2001). A
straightforward approach towards an invertible ana-
lytic CWT splits each output of the FB into its posi-
tive and negative frequency components using a
complex PR FB.

hp(n) = jnh0(n),

hn(n) = jnh1(n)
(12)

hp(n) and hn(n) follow h0(n) and h1(n) in the case of
satisfying the PR conditions. Utilising z-transforms,
the filter chain generating the wavelet coefficients at
the first level as top panel in Fig. 4, which is equiv-
alent to down panel in Figure.
Thus, for this channel the frequency response can be

presented as

Htot(z) = H1(z)Hn(z2) (13)

Based on this theory, DTCWT uses two real DWTs; the
real part of the transform is obtained from the first one
and the imaginary part from the second. Both of them
satisfy the PR conditions. g0(n), g1(n) are the low/high-
pass filters of the lower FB, and h0(n), h1(n) are the low/
high-pass filters of the upper FB. ψh(t) and ψg(t) denote
the two real wavelets in the manner that the complex
wavelet ψ(t) = ψh(t) + jψg(t) is approximately analytic
and supported on only one-half of the frequency axis.
Note that the filters are themselves real; no complex arith-
metic is needed to implement the DTCWT. They can be
executed simply utilising DWT hardware and software
since there is no data flow between the two real DWTs,
(Selesnick 2004). The implemented approach can be sim-
plified as:
Step 1: Transform the measurement residuals (input

signal) to the wavelet domain.
Step 2: Repeat ‘Step 1’ K (K-level) times to decompose

all the wavelet coefficients.
Step 3: Use the specified threshold to eliminate the

interference.
Step 4: Invert the wavelet coefficients to the signal

domain using inverse transform.
Here, we used

h0(n) = s(n)∗d(n),
g0(n) = s(n)∗d(L− n)

(14)

where ∗ denotes discrete-time convolution, and d(n) is

3 Block diagram of the SEV process for the conk out GPS
satellite detection

4 Filter chain in Z domain (top) and equivalent form (bottom)
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supported on 0 ≤ n ≤ L.Therefore,

H0(z) = S(z)D(z),

G0(z) = S(z)ZLD(1/z)
(15)

|G0(ejw)| = |H0(ejw)|,
/G0(ejw) = /H0(eiw)− 0.5w

(16)

The later equation presents requirements for the half-
sample delay property. The magnitude part of the con-
dition is precisely satisfied, while the phase part is not.
From equation (16), we have

G0(z) = H0(z)A(z) (17)

A(z) = Z−LD(1/z)
D(z)

(18)

A(z) is an all-pass transfer function;|A0(e jw)| = 1. There-
fore,

|G0(e jw)| = |H0(e jw)|
/G0(e jw) = /H0(eiw)+/A(eiw)

(19)

In order to satisfy the phase condition approximately by
the filters h0(n) and g0(n), D(z) should be selected as

/A(eiw) ≈ −0.5w (20)

D(z) = 1+
∑L
n=1

L
n

( ) ∏n−1

k=0

t− L+ K
t+ 1+ k

[ ]
(− z)−n (21)

In this way, filters are designed in two stages. Introdu-
cing a FIR D(z) so that A(z) satisfies equation (20) and
then finding a FIR F(z) while h0(n) and g0(n) satisfy the
PR conditions. This requires only a solution to a linear
system of equations and a spectral factorisation.

Implementation issues
Implementing the DTCWT needs that the first stage of
the dual-tree FB and the succeeding be different (Fig. 5)
(Sivaramakrishnan and Nguyen 2001).
Instead of using the same filters at each stage of the

dual-tree FB, we use a different set of PR filters at each
stage. The low-pass filters used at stage j are denoted by
h(j)0 (n) and g(j)0 (n). Low-pass output of the upper FB at
stage j from the input of the FB is dedicated in Fig. 6.

h(j)tot(n) is given by

H (j)
tot(z) = H (1)

0 (Z)H (2)
0 (z2) . . .H (j)

0 (Z2j−1) (22)

We have a similar expression for g(j)tot(z) in the lower FB. To
make sure that the functions of discrete analysis of the
DTCWTmeet the interlacing condition, it is required that

stage 1:g(1)tot(n) ≈ h(1)tot(n− 1)

stage 2:g(2)tot(n) ≈ h(2)tot(n− 2)

stage 3:g(3)tot(n) ≈ h(3)tot(n− 4)

(23)

Equivalently in the frequency domain:

G(1)
0 (e jw) ≈ e−jwh(1)0 (e jw)

G(2)
0 (e jw) ≈ e−j0.5wh(2)0 (e jw)

G(3)
0 (e jw) ≈ e−j0.5wh(3)0 (e jw)

(24)

By turning that for every step, j > 1, evermore the same
condition can be obtained:

g(j)0 (n) ≈ h(j)0 (n− 0.5) (25)

Only the first level needs a various filter set. Besides, any
PR filters can be utilised for the first level. However, it is
needed to offset them by one sample from each other.

Test data
In this section, we discuss the simulation analysis. Several
datasets were investigated, and all results reduced the
effect of spoofing in the receiver. In the intermediate
spoofing, the ‘bogus’ receiver could be placed in the adja-
cency of target receiver. Indeed, it would track, modify,
and retransmit the signals being received from the GPS
satellites (Baziar et al. 2015).
We managed to use existing published research and

open source code available to program a Software
Defined Receiver (SDR) that would work as a GPS emu-
lator (Borre et al. 2007). There are two parts of the

5 Proposed FB for the DTCWT with a different set of filters at each stage

6 Low-pass output of the upper FB at stage j
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position fix solution. One is accuracy or the distance
between the computed solution and the actual position,
and the other is integrity, or the confidence that the com-
puted solution is right. With only four satellites in view,
the accuracy is high, but the integrity is poor. With 16

LOS satellites, the accuracy may be poor, but the integrity
is high. Therefore, a proper trade-off is needed for select-
ing the optimised number of LOS satellites.
Processing of proposed methods is done by a SDR in a

single-frequency approach. Figs. 7 and 8 have been related
to results of the raw data information and visible satellites
in the acquisition, respectively.
Top panel in Fig. 7 shows time-domain plot of 2-bit

four level data. Middle panel shows frequency domain
of signal. The maximum amplitude of signal is seen at
1.4 MHz. The bottom panel shows the histogram of
four levels if the GPS signal.
Fig. 8 shows the number of visible satellites. Green col-

our shows detected satellites. At least four satellites are
required for the receiver to compute navigation solution
or PVT. Here, six satellites are visible. Laboratory platform
scheme of the total system is demonstrated in Fig. 9. We
now define GPS spoofing attack and analyse how our
attacker can spoof the locations of GPS receivers.

Stationary simulated data set
Spoofer-receiver holds back original signal (xk) to gener-
ate a counterfeit signal. A mixture of the delayed and
original signal reaches the GPS receiver. In fact, the
received signal is the sum of the original and spoofing sig-
nal in the target receiver. The following equation shows

9 Top level model for implemented system

8 Acquisition results of a sample GPS data in SDR

7 Raw data information. Time domain (top), frequency
domain (middle), and histogram (bottom)

Moazedi et al. Robust acquisition at GPS receivers
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the received signal in the GPS receiver after spoofing. In
this equation, yk is known as the spoofing signal.

yk = xk + axk−d (26)

where the coefficient α> 1 is amplitude advantage fac-
tor of the delayed signal and d > 0 is the number of
samples of spoofing delay (Baziar et al. 2015). Because
the power of the spoofing signal to be more than the
original signal, it is multiplied by a greater number
than one.

Stationary measurement data set
In the second data set, we tried to deliverance from quan-
tisation error due to the A/D in the front-end module. For
this purpose, we decided to combine the RF signals
instead of IF signals. With regard to our laboratory equip-
ment, this can be feasible only with a GPS signal simu-
lator. It is generally assumed that output of simulator is
much the same signal directly taken from the GPS
antenna. The resulting signal is applied to a front-end

that makes ready the proper two-bit digital signal for
SDR.
Table 1 lists some examples of each group and specifies

the position error in East, North, and Up (ENU) coordi-
nates. Root Mean Square (RMS) refer to the position
difference between navigational solutions based on auth-
entic and spoof signals. DU is the height difference. DE
and DN are varied in surface horizons. Low position
error includes positioning error less than 300 m. Spoofing
between 300–500 m called intermediate spoofing. Errors
higher than 500 m are considered as high position error.

Semi-dynamic measurement data set
In order to test the proposed approach in a more realistic
condition, dynamic delay spoofing is also generated as the
3rd data set. In this case, the authentic signal relates to a
moving car with constant speed and attacker sends GPS
signals of its position toward the target receiver. In
other words, target receiver is moving but the spoofer is
static.

Dynamic simulated data set
Finally, in the most real case, both of authentic and coun-
terfeit signals are dynamic. The target receiver is moving
in right raw but spoofer tries to deviate that in the middle
of the route. All processing was done on a laptop ASUS
K46C with i5 1.8 GHz CPU.

Test results
We present simulation results of the proposed method on
all data sets here. Fig. 10 shows acquisition results for the
spoofed version of sample data demonstrated in Fig. 8. As

10 Acquisition result of the spoofed data

Table 1 Details of stationary spoofing data sets

Spoofing data sets

Simulated (m) Measurement (m)

ΔE ΔN ΔU RMS ΔE ΔN ΔU RMS

Low position error 13 39 57 70 9 73 81 109
12 53 110 123 16 47 103 114
8 44 213 218 28 48 104 118

Middle position error 9 76 343 351 26 112 87 144
10 88 392 402 6 103 166 195

133 153 473 515 18 125 199 236
High position error 210 237 745 810 59 310 265 412

233 264 829 901 324 266 242 484
309 341 1092 1185 314 204 382 535

11 Acquisition result of the modified data
12 Acquisition result of PRN11 versus code phase (auth-

entic signal)
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can be seen, six satellites are visible. The simulation is con-
figured that each green satellite is not valid satellite.
Rather only four satellites are authentic actually. As
shown in Fig. 8, PRNs 3, 6, 11, 14, 18 and 22 are visible
in authentic signal and according to Fig. 10, PRNs 3, 6,
14, 18, 19, 22 and 32 are visible after applying spoof
attack. Therefore, the attack causes that PRNs 11 and
18 be invisible in acquisition stage and two counterfeits
be injected. In addition, PRNs 19 and 32 are included
in acquired satellite during the spoof attack but after
applying Fake Satellites Identification (FSI) algorithm,
they are not considered. Moreover, PRNs 11 and 18 are
detected through SEV algorithm (Fig. 11).
In Figs. 12–17, we will analyse the results of the attack

on acquisition results of PRN 11. Fig. 12 shows acqui-
sition result of PRN11 versus code phase in authentic sig-
nal. The peak of acquisition correlation function is at the
sample 3450. Acquisition result of PRN11 in authentic
signal versus frequency bin is demonstrated in Fig. 13.
Here, the peak of acquisition correlation function is at

the sample 50. Information of both figures can be seen
in Fig. 14 in 2-demantional plot. Fig. 15 shows acqui-
sition result of PRN11 versus code phase in spoofed sig-
nal. Acquisition result of PRN11 in spoofed signal
versus frequency bin is demonstrated in Fig. 16. The
peak of acquisition correlation function occurs at the
same samples of authentic signal with about 10 times
lower power due to spoofing. Information of both figures
can be seen in Fig. 17 in 2-demantional plot. It is evident
from the figures that of the signal power of satellites
decrease under spoof condition.
The following experiments demonstrate the significant

improvements. The SEV and FSI processes help the
SDR to detect the low power GPS satellites and ignore
fake PRNs.
During acquisition process in SDR, correlation results

are calculated in frequency steps of 0.5 kHz. After that, a
maximum correlation value is determined as the peak.
The second highest correlation peak in the frequency
bin of the highest peak is found. The ratio of these two
peaks named as correlation peak to next peak ratio
(CPPR) is compared to the value preset in the receiver
variable acq_threshold by default amount of 5.8. In
other words, the satellites with CPPR more than 5.8
were recognised. Acquired satellites information of three

14 Acquisition result of PRN11 (authentic signal)
17 Acquisition result of PRN11 (weak signal)

13 Acquisition result of PRN11 versus frequency bin (auth-
entic signal)

15 Acquisition result of PRN11 versus code phase (weak
signal)

16 Acquisition result of PRN11 versus frequency bin (weak
signal)

Table 2 Acquired satellites information of authentic GPS
data

PRN Code phase sample Frequency bin index CPPR (dB)

3 5034 71 12.4
6 2322 74 6.5
11 2384 16 6.9
14 1013 47 6.3
18 778 69 6.7
22 326 58 10.3

Moazedi et al. Robust acquisition at GPS receivers

8 Survey Review 2018



discussed data sets is listed in Tables 2–4 including the
code delay samples, the carrier frequency, the PRNs and
the estimated CPPRs. It is worst to note that each
PRNs in all of three data sets are located at the similar
carrier frequency and code phase but not the same exactly.

Table 2 shows the acquisition results of the collected auth-
entic signal. Table 3 shows the acquisition results of the
spoofed signal. Spoofing changes the CPPR ratio of com-
mon PRNs, 3, 6, 14, 22. The attenuation is expectable for
a satellite signal with a low received power. As shown in
Table 4, after applying the proposed algorithm CPPR
ratio change toward their initial value. In reality, the sat-
ellite signals of PRNs 11 and 18 are LOS, as shown in
Table 2. The SEV process also confirmed that they are
present. The suggested SEV method is performed on the
other signals of satellite, which were previously declared
as signal absent in Table 4. Therewith, two PRNs,
which do not exist in Table 3, are now declared as signal
present.
Table 5 demonstrates countermeasure results for simu-

lated and measurement stationary data sets. Here, RMS
refers to displacement between navigational solutions
based on spoof and authentic signals, ΔEN is displace-
ment in the earth and ΔH is the height difference. For
instance, the last raw in the table refers to a data set
with 535 m spoofing error which decreased to 38 m after
performing SEV and FSI methods in acquisition. In
more detail, ΔH is reduced from 382 to 25 m and ΔEN
from 374 to 28 m. Generally, the anti-spoofing approach
reduced the simulated spoofing error in average of 86%,
with a tolerance of 11%. Likewise, in measurement data
impact of attack diminished in an average of 83%, with
a tolerance of 32%. It is worth to note that tolerance for

Table 4 Acquired satellites information of modified GPS
data

PRN Code phase sample Frequency bin index CPPR (dB)

3 5033 70 7.9
6 2330 74 6.4
11 2239 16 6.2
14 950 48 8.5
18 773 69 5.9
22 1643 22 7.8

18 Position results of semi-dynamic data

Table 3 Acquired satellites information of spoofed GPS data

PRN Code phase sample Frequency bin index CPPR (dB)

3 5034 71 10.5
6 2322 73 6.8
14 1016 48 14
19 1959 50 14.3
22 328 58 10
32 889 23 7.3

Table 5 Error reductions using proposed approach

Interference

Before reduction (m) After reduction (m)

Error reduction %RMS ΔH ΔEN RMS ΔH ΔEN

Simulated 70 57 40 10.5 7 7.8 85
123 110 55 23 17 15 81
218 213 46 24 21 12 89
351 343 83 63 54 32 82
402 392 90 76 59 48 81
515 473 204 57 43 37 89
810 745 318 146 120 83 82
901 829 353 72 55 46 92

1185 1092 460 94 81 49 92
Measurement 109 81 73 38 31 22 65

114 103 49 36 24 27 68
118 104 56 22 13 18 81
144 87 115 10 6 8 93
195 166 102 21 17 13 89
236 199 127 52 44 28 78
412 265 315 50 42 26 88
484 242 419 53 39 36 89
535 382 374 38 25 28 93

19 Position results of semi-dynamic spoofed data
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each spoofing data is the divergence between the lowest
and highest spoofing mitigation percentage.
The results of simulations for dynamic data sets are

shown in Figs. 18–23, obtained in Universal Transverse
Mercator (UTM) system. Figs. 18 and 21 show position

results of semi-dynamic and dynamic data sets, respect-
ively. As shown in Fig. 18, in semi-dynamic data only E
coordinate changes with time. In dynamic data both of
E and N coordinates are changing. As can be seen in
Fig. 19, spoofing attack starts in 80 seconds. The attack
stops variations of E coordinates and causes fake vari-
ations in N coordinate. In addition, the noise ofU coordi-
nates increases slightly due to spoofing. Fig. 20 shows
position results after applying the anti-spoofing method.
As can be seen, variations of all three coordinated are
close to authentic one.
Fig. 22 shows coordinate variations of spoofed

dynamic data. Variations of E and N coordinates
are stopped due to spoofing. After applying the pro-
posed approach, position results return to the initial
authentic state largely. The performance of this
method is almost 78% interference reduction on the
simulated dataset and 87% interference mitigation on
the measurement dataset. Our results demonstrate
that the proposed method reduces the interference
more on the measurement data set than the simulated
data set.
Another important result was achieved. After the navi-

gation solution processing, Position Dilution of Precision
(PDOP) parameter is significantly reduced and improved.
The GPS receiver let the display of its position and the
PDOP value. PDOP is given as discrete measurements
in 3D position. It follows mathematically the positions
of the operative satellites. Low values of the PDOP par-
ameter indicates a better positioning precision because
the wider angular separation between the satellites used
to compute a position.

20 Position results of semi-dynamic modified data

21 Position results of dynamic data

22 Position results of dynamic spoofed data

23 Position results of dynamic modified data

Table 6 Comparing previous methods and proposed algorithm

Detection
methods

Analysed
features Required equipment Advantages Limitations

Total
mark

SQM Correlation
branch
(5)

Software upgrade
(6)

Easy detection
(5)

Inefficient in synchronous
attacks, need prior data
(2)

17

VSD Correlation
branch
(4)

Software and
hardware upgrade
(3)

Ability to multipath
separation
(7)

Inefficient in synchronous
attacks, need prior data
(5)

19

VB Correlation
branch
(3)

Additional tracking
loop
(2)

High recognition accuracy
(8)

High cost and complexity
(3)

16

RAIM Pseudo-range
(3)

Software upgrade
(6)

Easy to implement
(5)

Unreliable in more than 2
counterfeit satellites
(2)

16

This work IF signal
(5)

Software upgrade
(6)

Easy to implement, real-
time and reliable
(9)

Algorithm needs prior data
(5)

21
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Table 6 presents properties discussed in Section 1 and
suggested algorithm on the examined factors, required
equipment, limitations and advantage approaches. In
order to have a better judgment, a numerical value was
assigned to each feature. The worst and the best cases
are considered for any feature; score 0 is dedicated to
the worst state and score 10 is devoted to the best state.
After that, depending on the algorithm performance a
number from 0 to 10 is assigned to any feature. For
example, the feature ‘necessary equipment’, an algorithm
takes 10, if no extra equipment is needed. Besides, in the
case of necessity to basal changes in receiver structure, it
earns 0. As can be seen, the proposed algorithm performs
better than others do because the offered method needs
no extra hardware and does not increase the receiver
size and the production costs.

Conclusions
In this study, we focused on spoofing threat as an impor-
tant disturbance. The investigated approach is
implemented based on a redundant type of CWT, the
dual-tree approach, which is based on two FB trees.
First, fake satellites are identified using CWT threshold-
ing, on which external disturbances are presented in the
form of high wavelet coefficients. After omission of fake
satellites, SEV process tries to identify the conk out satel-
lites due to spoofing. Cross-validation technique is used
for automatically identifying wavelet signal layers. Pre-
vious techniques have high implementation costs, because
of adding extra hardware, may need some changes to be
made in the GPS receiver operation. However, the
suggested technique requires no additional hardware
and have a simple implementation with little modification
at acquisition level. The suggested algorithm has been
tested on four interference data sets. The simulation
results are good to prove the effectiveness of the CWT
based method to mitigate the interference.
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