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Abstract Through the growing usage of Global Positioning System (GPS) for civilian

applications, healthcare of the system has special importance. However, according to the

characteristics of the GPS signals, there is a possibility of interferences on GPS signals.

Among all distorting factors, spoofing is more deceitful, because the civil receiver is not

able to distinguish the counterfeit signal from the genuine signal. In recent years, many

efforts have been made to deal with spoofing. We studied recognition of the clear certainty

of a spoofed condition in this work, which focuses on Signal Quality Monitoring (SQM)

method. In an effort to troubleshoot the previous metrics and methods, we have introduced

a new metric for interference detection that investigate both of in-phase and quadrature

components of correlation outputs also use parameters associated with the main peak in

proper form. As a consequence of simultaneous evaluation of phase and amplitude of GPS

signal, the proposed metric is more reliable and average of detection accuracy has

increased from 1.3 (related to previous metrics) to 4.8.
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1 Introduction

Dysfunction of GPS-based systems in the areas of navigation and urban applications can

cause significant economic damage as well as damage to the infrastructure of the financial

markets. In this regard, the Volpe report in 2001 showed the importance of spoofing threat

and sought for further research in the anti-spoofing field [1]. Starting with this report,

important researches in this area began and various countermeasure methods, including

detection and reduction of interference effect were introduced [2–7]. GPS signal is a

suitable goal to be disturbed by a spoofer because the signal received by the GPS receiver

is very weak, thus a low power disruption can easily manipulate the GPS information; so

that the receiver calculates the position by fault.

Generally, GPS signals can be threatened at different levels, including data processing,

data structures and positioning [4–6, 8, 9]. Therefore, anti-spoofing methods must be able

to perform accurately and recognize forged signals in all these sectors impressively, as well

as obtaining accurate information about the correct position from the signals. Thus, the

opposition process consists of two sections, detecting an attack and reducing its effect. This

paper generally has focused on detecting methods. At first, we have a brief description of

Signal Quality Monitoring (SQM) method. After a review of spoofing data collection

which is used in our measurement, we have an evaluation of the existing SQM metrics and

study strength and weakness of each one. In Sect. 5, a new enhanced metric is introduced

which can be used in SQM for detecting spoofing at tracking level. In the following, there

is an investigation of the suggested enhanced metric and also a comparison between the

former metrics and the enhanced one.

2 Overview of Previous Signal Quality Monitoring Metrics to Detect
Spoofing Attack

Figure 1 shows a general view of an anti-spoofing system. Up to now, several methods

have been introduced to recognize counterfeit signals such as Time Of Arrival (TOA) [10],

power monitoring [4–6], spatial processing [11], SQM [12–14] and Vestigial Signal

Defense (VSD) [15]. In this paper, SQM has been discussed in particular. This method gets

to be used for GPS correlation peak monitoring in multi-path and fade environment. SQM

utilized signal monitoring and multi-path detection methods to solve the spoofing problem.

Previous references [10, 12, 16, 17] have developed SQM method to detect attacks on

mobile receivers which are in the line of sight. The SQM metrics can recognize abnormal

sharp peaks of the signal or increment in correlation peaks and also can be used to detect

any abnormal asymmetry or similarity in overhead peaks that imposes spoofing attack.

Studying and making decision for the presence or absence of an attack are usually done

by using statistical hypothesis. For example, in Refs. [16, 17], SQM is implemented in

code and carrier tracking level. The changes caused by the spoofing attack in tracking loop

and PLL and DLL outputs can be observed. Absolute values of correlator nodes E, L and P

in the specified time interval are shown in Fig. 2. As it is obvious in this figure, DLL output

has non-linear changes under the influence of interference. At these moments, DLL cannot

generate appropriate feedback control signal proportional to the delay between the actual

Pseudo Random Noise (PRN) code and replica. As a result, synchronization is not possible

in this situation and it causes destruction that can be used to recognize spoofing. A similar

effect is also visible in the output of the PLL loop. Figure 3 shows the output loop PLL
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during the spoofing attack. Despite of the fake and the same original frequency, PLL

cannot provide appropriate feedback signals during the spoofing attack and has to be

unlocked. After spoofing attack ended, the fake signal controls the victim receiver.

Therefore, the detection algorithm must be active before the start of the spoofing attack.

Fig. 1 A general view of an anti-spoofing system

Fig. 2 DLL loop output during the spoofing attack [16, 17]
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Another way to detect a GPS spoofing attack is the evaluation of correlation function

[4–6]. In the line of sight, that there are only the original signals and noise at the correlators

output, the square amplitude of the correlator function follows the v2 distribution with two

degrees of freedom. Although, during the conflict of the original and the spoofing signal,

the correlator output may not follow v2 distribution, but the correlation peak of forgery

signal must be as much as possible near the peak of valid GPS signal. Thus, the spoofing

signal affects the power of the correlator and interaction between authentic and counterfeit

signals causes several changes in amplitude of the correlator. These changes cause devi-

ation from the expected v2 distribution at the correlation output. Figure 4 compares the

intermediate distribution of the correlator function in the presence and absence of fake

signals with different relative powers for authentic and spoofing signals. As can be seen,

through the spoofing and signal interference, output distribution of the correlators is totally

different from the distribution of v2.
The interaction between spoofing and authentic signals is similar to the interaction

between multi-path and direct signals. However, differences between them causes sig-

nificant challenges for any defense that is based on monitoring the complex correlation

domain. One of the main discrepancies is amplitude. Multi-path signals are weaker than the

genuine ones. Another discrepancy is the phase difference between the authentic and spoof

signal. Multi-path signal causes a slight time delay, while the delay in a spoof signal is

larger [9].

As mentioned above, SQM anti-spoofing techniques are powerful methods to detect

interference. However, they may not be able to distinguish between spoofing signals and

multi-path reflections. Also, if the spoofer can produce a spoofing attack without changing

the maximum of signal correlation, this method cannot recognize spoofing.

To improve the performance in different conditions, several solutions based on SQM

have been proposed such as VSD [15]. In this method the spoofing is often modeled in the

complex correlation domain. After calculation of the input signal correlation with

Fig. 3 Output of the correlators E, L and P in PLL [16, 17]
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generated PRN, a complex correlation function of x at time t and offset delay f can be

expressed as below:

x t; fð Þ ¼ xd t; fð Þ þ xm t; fð Þ þ xs t; fð Þ þ n t; fð Þ ð1Þ

x t; fð Þ is a superposition of four components of the complex correlation, in which xd is

direct path; indeed, it is the GPS signal. xm is multi-path component, xs are spoofing signal

and n is a Gaussian white noise signal. DLL with three complex correlators (early, prompt

and late) is executed in this function to trace the signal. Receivers using VSD technique

generate far more correlators to increase the prediction accuracy on the degradation rate of

the complex correlation function. When a series of correlator delays are available, complex

correlation function can be considered as a time continuous signal. If we assume that there

is no multi-path signal, spoofing signal’s model xs t; fð Þ in the complex correlation function

area will be represented as:

xs t; fð Þ ¼ ðas tð ÞR f� f tð Þð Þ � ISpoofing ð2Þ

If the spoofer tries to entice the victim with a fake signal that is a too close copy of the

GPS signal, xs t; fð Þ must be approximately equal to xd t; fð Þ. The only noticeable difference

in this model is ‘‘ISpoofing’’, that shows an attack is happening [15]. In SQM method, various

metrics have been presented based on distortions in the complex correlation to detect

spoofing. Actually, monitoring the destruction of the complex correlation function means

Fig. 4 Intermediate distribution of the correlator’s output in presence or absence of spoofing signals [4–6]
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calculating a metric based on samples of the complex correlation output. In general,

autocorrelation function R (f) model is as follows:

R fð Þ � 1� fj j
TC

; for fj j\TC

0; otherwise

8
<

:
ð3Þ

After the spoofing, xs t; fð Þj j does not remain as the ideal autocorrelation function R fð Þ.
Usually the receiver uses three-point correlation point (early, prompt and late) to track the

GPS signal. The destruction of the complex correlation function also can be observed in

phase and square component of x t; fð Þ. When there is not spoofing multi-path and noise, we

have the relations Q t; fð Þ ¼ 0 and I t; fð Þ ¼ R fð Þ, but in the presence of spoofing, multi-path

and noise, values of Q t; fð Þ and I t; fð Þ changes [18]. In the following, we will briefly

introduce metrics that assay changes in the correlation function [15]. The discussed metrics

can help a GPS receiver to distinguish authentic signals from those forged by using a signal

simulator.

2.1 Delta Metric

Delta metric is defined as the following equation [10]

Df tð Þ ¼ IE;f tð Þ � IL;f tð Þ
2IP tð Þ : ð4Þ

Here, IE, and IL are f seconds ahead or behind IP in the phase component in time t. As it

is clear in the equation, delta metric is symmetric. As a consequence, Eq. (4) can be

considered as spoofing detection metric. Nonetheless, some kinds of synchronous attacks

can generate forgery signals with no obvious distortion at I (t,s) and spoofing only deforms

Q (t,s). Since this metric doesn’t include quadrature component, distinguishing this kind of

attacks will be impossible by delta test.

2.2 Ratio Metric

Ratio metric is relatively similar to delta metric, except that instead of subtracting in

numerator, summation is used. This metric is defined as follows [10, 16, 19],

RTf ¼
IE;f tð Þ þ IL;f tð Þ

2IP tð Þ : ð5Þ

In fact, Ratio Metric and Delta Metric were originally designed to detect deformations

in the C/A codes broadcast by the satellites but are also potentially useful for detecting

spoofing. As can be seen in Eq. (5), change of ratio test depends on the relative difference

of early-late taps with the prompt tap. However, in most cases, early and late taps are

changed almost equally, but in the opposite direction.

2.3 Early-Late Phase Metric

This metric is the only one that considers quadrature component Q(t, f) calculations. Early-
Late Phase is a recently proposed metric and is expressed as [18]
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ELPs ¼ tan�1 QL;s tð Þ
IL;s tð Þ �

QE;f tð Þ
IE;f tð Þ

� �

: ð6Þ

Here Q(E, f)(t) and Q(L, f)(t) refer to f seconds ahead and behind prompt tap of

quadrature component at time t, respectively. ELPs calculates the phase difference between

initial and final correlation taps. In contrary to delta and ratio metrics, this metric has no

estimation of the relative difference between prompt and side tabs. Moreover, it is unable

to discern unbalancing of early and late taps.

2.4 Magnitude Difference Metric

This is another VSD metric to detect spoofing [15].

MDf ¼
xE;f tð Þ
�
�

�
�� xL;f tð Þ

�
�

�
�

xP tð Þj j : ð7Þ

Here, xE;f tð Þ
�
�

�
�, xL;f tð Þ
�
�

�
� and xP tð Þj j are the absolute value of the correlation function for

the initial value xE;f tð Þ and the final value xL;f tð Þ and xP tð Þ, respectively. This metric is

similar to delta metric. The difference is that the absolute value of the correlations is used.

With regard to the fact that this metric puts the magnitude of correlation function to use,

variations of in-phase and quadrature components may partly negate each other. Therefore,

it is expected that this metric has low sensitivity to spoofing.

2.5 Ratio Test Metric

This measure is also intended in some references to recognize spoofing and is calculated as

follows:

Rd ¼
I
Ef

d
2
i

þ I
L;f

d
2
i

aPi

ð8Þ

where d is the correlator spacing between IE;s tð Þ and IL;s tð Þ and a is the correlation main

peak slope [16, 17]. By adjusting d and a, sensitivity and accuracy of metric can be

enhanced. However, the mentioned problems for ratio metric are extant here.

2.6 Other Metrics

Other metrics usually use binary delta differencing DT2 tð Þ � DT1 tð Þð Þ or simple ratios such

as IE;f tð Þ
�
IL; f tð Þ [15].

Afterwards, the evaluation of just explained metrics and their effectiveness will be

discussed, and to solve potential problems of existing metrics, a new one will be intro-

duced. Before that, in order to understand the results better, we will briefly explain how to

generate the utilized delay spoofing data set.
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3 Data Collection

Saving and delaying the authentic signal is earlier investigated [20] and this scenario is

known as relay deception. Pragmatic examples of receiver-spoofer are built by adding

spoofer software with spreading circuit to the typical GPS receiver [8]. Practical imple-

mentation of a delayed spoofing scenario, demands equipment that can store the received

RF signal in GPS receiver antenna. After applying required pre-processing with high speed

to the signal, the new counterfeit signal is returned to RF field and re-sent to the target

receiver. Thus, the IF signal’s quantization error does not cause a problem in generating

spoofing signal. Due to the lack of facilities, GPS signal simulator is used to povide the

fake signal. Overview of the accomplished system in practice can be observed in Fig. 5.

The corrupted signal in this attack can be expressed in Eq. (9):

d nð Þ ¼ S nð Þ þ aŜ n� sð Þ ð9Þ

where ‘‘a’’ is amplification factor and equals to 2 here. According to the above-mentioned

modeling, the delayed signal ‘‘abS n� sð Þ’’ is actually considered as interference element

emerged from a simulator. In this scenario, it is generally assumed that simulator’s output is

much the same signal directly taken from the GPS antenna. By changing the data runtime,

spoofing data in various scaleswere provided. The delays in various scenarios are 4, 6 and 8 s.

Different levels of spoofing errorwere classified into three groupswith low,medium and high

spoofing. Table 1 lists some examples of each group and specifies the position error in East,

AntennaRF

GPS Signal 
Simulator

Mixer Front-End

αS(t-τ)

Acquisition
&

Tracking

GPS Signal

I_P, Q_P
I_E, Q_E 
I_L, Q_L

S(t)

Interference 
Detection

Counterfeit IF

Fig. 5 Mechanism of implanted system in practice

Table 1 Details of some example spoofing signals

Spoofing range Delay time (s) DU (m) DN (m) DE (m) RMS (m)

Low spoofing error 4 73 9 109 81

6 47 16 114 103

8 48 28 118 104

Middle spoofing error 4 112 26 144 87

6 103 16 195 166

8 125 18 236 199

High spoofing error 4 310 59 412 265

6 266 324 484 242

8 204 314 535 382
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North and Up (ENU) coordinates. RMS refer to the position’s difference between naviga-

tional solutions based on authentic and spoof signals, DH is height difference and DE and

DNare variation in surface horizons. Histogram, frequency domain and acquisition output for

one of them are shown in Figs. 6, 7 and 8, respectively. As can be seen, there is no obvious

difference between features of two signals. Moreover, statistical distribution and frequency

domain of the two signals are similar. The counterfeit signal contains four satellites of

authentic signal and prevents the other two satellites to pass the tracking segment.

4 Evaluation of Metrics and Their Effectiveness to Detect Spoofing

In this study, we used the measured data to evaluate the performance of the existing SQM

metrics. In this data set, delay spoofing attacks in three time intervals (4, 6 and 8 s) have

been implemented. To evaluate these metrics, we have executed them in software GPS
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Fig. 6 Histogram: a authentic signal and b spoofing signal
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Fig. 7 Power density: a authentic signal and b spoofing signal
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receiver and then investigated metric variations during the attack. For a more scientific and

precise evaluation, we have defined an accuracy scale in the Eq. (10) and compare the

metrics by using this scale.

Accuracy scale ¼ RMS of the metric after the spoofing attack

RMS of the metric before the spoofing attack
ð10Þ

The amplitudes of the metrics before applying spoofing are reported in the first column

of Table 2. We also measured accuracy of all the metrics for all the 44 spoofing data that

were accessible. It is obvious that the higher accuracy scale causes the easier detection and

probability of false alarm can be reduced. For each of the metrics, third column of Table 2

reports the average accuracy scale for the all the data series. Success or failure in detection

of an attack can be determined by evaluating accuracy factor and also the observation of

the signal amplitude before and after spoofing. An important issue is threshold determi-

nation. Obviously it will be different for various metrics. Moreover, signal characteristics

such as power variations in different positions. Therefore, each metric threshold cannot be

completely fixed. To solve this problem threshold of each metric will be 20% higher than

its value in normal mode. In this way, we can conclude that threshold accuracy factor of a

successful detection is 1.2 and accuracy rate below that shows an unsuccessful detection.

In Fig. 9, by applying spoofing data we have analyzed delta metric. In this figure, the

horizontal axis represents time in seconds and the vertical axis shows the amount of delta
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Fig. 8 Acquisition result: a authentic signal and b spoofing signal

Table 2 Amplitude range before spoofing and accuracy factor of SQM metrics

SQM metric Amplitude range Accuracy factor RMS before attack RMS after attack

Delta -0.5, ?0.5 1.54 0.16 0.21

Ratio 0.3, ?0.8 1.20 0.53 0.64

Early-late phase -1.5, ?1.5 1.39 0.43 0.54

Magnitude -0.5, ?0.5 1.42 0.11 0.14

Ratio test metric 0, 0.1 1.27 0.05 0.07
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metric per second. As it can be observed, at first, the metric changes in the range

[-0.2, ?0.2], after applying spoofing in second 24 the variation range increases to range

[-0.5, ?0.5] approximately. The accuracy factor in this simulation is 1.6. This situation

reflects the incidence of spoofing attack and also shows that delta metric is capable to

identify a satellite signal as being spoofed. In Figs. 10 through 13 the effect of spoofing

attack on other metrics has been studied, respectively. Figure 10 demonstrates ratio metric

variations. As can be seen, this metric’s bound increases from range [0.4, 0.6] to [0.2, 0.8]

after applying the spoofing attack and accuracy factor is 1.005. It illustrates successful

spoofing detection of the ratio metric.

Figure 11 shows early-late phase metric. This metric is also increasing from range

[-0.5, ?1] to [-1.5, ?1.5] which is a significant deviation. The accuracy factor (1.51) and

the amplitude variation illustrates that spoofing is determined by this metric too. Similarly,

in Fig. 12, applying spoofing attack brings about a considerable change in the amount of

magnitude metric. In this way, the range of this metric after attack changes from range

[-0.2, 0.2] to [-0.4, 0.4] with an accuracy factor of 1.57 and spoofing is determined by

this metric, correspondingly. Finally, Fig. 13, which measures ratio test metric, denoting a

small deviation in range [0, 0.05] affected by spoofing attack in which the accuracy factor

is 1.03.

As we show through the examples, significant deviation in the amplitude of all the

metrics is the result of spoofing attack which means that all of them have been capable of
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detecting the attack in specified interference data in our laboratory. However, by more

examining, it was observed that it is not generally true for all spoofing data set. For

instance, Fig. 14 shows that delta metric is not capable to identify spoofing attack in the

data with a 6 s delay and 256 position error. As can be seen in this figure, the amplitude of

this metric has not been changed significantly as a consequence of the attack and the

accuracy factor of 0.77 also proves this failure. In Fig. 15, the failure of detecting spoofing
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by the ratio metric is depicted for the same data as the previous figure with an accuracy

factor of 1. Figures 16, 17 and 18, show the inefficiency of early-late phase metric (ac-

curacy factor 0.84), magnitude (accuracy factor 0.86) and ratio test metric (accuracy factor

0.91) respectively for different data series. As a deduction from these examples, not all the

available spoofing signals can be detected by all the existing metrics.
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5 Proposing the New Enhanced SQM Metric

As mentioned earlier, listed ratios in previous section belong to a data set that the relevant

metrics discern them successfully. It is worse to note that outliers are excluded from the

computations. Table 3 shows counterfeit datasets that have not been discerned by existing

metrics. In this table, failure of interference detection is indicated by ‘‘0’’ and successfully

detecting the attack by the metric is shown by ‘‘1’’. According to the simulation results,

there is not any metric capable to detect spoofing attack in all specific data series. For

instance, ratio metric is not able to recognize spoofing attack in data with 6 s delay and 259

meters spoofing error, while other metrics are successful in detection. For some data, only

one metric is capable to identify the spoofing. As an example, the only metric which is able

to detect the counterfeit data with 6 s delay and 59 meters position error is early-late phase

metric. The main result obtained from investigating Table 3 is that none of the existing

metrics can identify the interference correctly in all data series.

Moreover, according to the Table 2, detection accuracy for some of these metrics is

very low. As a consequence, the GPS system will not meet the requirement for high

security by using these metrics. Hence, the necessity for introducing a new metric which

not only detect spoofing correctly in all data set, but also reveal the spoofing with higher

accuracy (in other words a new metric which has a higher RMS) is clearly observable. The
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Fig. 17 An example of failure in spoofing attack recognition by magnitude metric
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Fig. 18 An example of failure in spoofing attack recognition by ratio test metric
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combination of two or more existing metrics can help us to achieve a new metric which has

less weakness in comparison with the old ones to get the desired result.

By studying previous metrics, we concluded that the community of early-late phase

metric and delta metric is able to correctly analyze and detect the spoofing in all data set.

To achieve the new metric, we review this two metrics’s equations. As it can be obtained

from Eq. (6) this is the only metric that considers quadrature component Q(t,s) in the

calculation. It is the main advantage of this metric rather than others, and its effects are

explicit in Tables 2 and 3. As it can be seen in these tables, early-late phase metric has

better performance than other metrics. On the other hand, another difference that can be

perceived by comparing the delta and phase metrics is the lack of using parameters

associated with the main peak (Ip and Qp) in the calculation of the phase metric. Thus, it

can be deduced that the proposed metric should consider the quadrature component and

also use parameters associated with the main peak in its equation so a better comparison

can be done. For this purpose, the relative phase metric as a new SQM metric is proposed

in Eq. (11):

RFM ¼ arctan

QL;f tð Þ
Il;f tð Þ � QE;f tð Þ

IE;f tð Þ
QP tð Þ
IP tð Þ

0

@

1

A ð11Þ

6 Evaluation of the Proposed Metric and Comparison with Previous Ones

After executing simulations by MATLAB software on available data set, it was observed

that the proposed metric works better than other metrics in terms of efficiency and accu-

racy. The effectiveness of this measure is shown in Fig. 19. The main feature of this metric

is the minimum range before applying the spoofing and also considerable amplitude

variations after the attack. This feature is predictable, according to the predefined metric

relation which we called relative phase metric. In this metric’s equation, unlike others

(except phase metric) the quadrature component is considered and as a consequence the

proposed metric has higher sensitivity in comparison with the pervious metrics. Contrary to

the early-late phase SQM test, it also takes the main peak related parameters into account.

This causes the low range of the metric before applying the trick and the relatively high

Table 3 Comparison among different metrics and their effectiveness against different data sets

Data set Metrics

Delay (s) Spoof error (m) Early-late phase Delta Magnitude Ratio Ratio test

4 109 1 1 1 0 0

104 1 1 1 1 0

102 1 0 0 0 0

6 256 1 0 0 0 0

259 1 1 1 0 1

200 1 0 0 1 1

243 1 1 0 0 1

8 237 0 1 1 0 1

124 1 0 0 0 0
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amplitude after that. This difference will increase the accuracy of the metric. The simu-

lations also illustrate that the proposed metric is sensitive to the spoofing in all data set and

is capable to recognize interference in all of them. The relative phase metric’s accuracy is

significantly improved in comparison with other metrics. According to the simulations the

accuracy rate has been improved from an average rate of 1.38–4.8 which leads to the issue

that this SQM test is much more efficient than other SQM metrics. In other word, previous

metrics are not able to distinguish between un-spoofed and spoofed signals as reliably as

the suggested one.

Figures 20, 21, 22, 23, 24 show some examples of spoofing attack detection by pro-

posed metric which have not been detected by other metrics previously. In this set of
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Fig. 19 Changes of the relative phase metric affected by spoofing attack
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Fig. 20 Spoofing attack detection by proposed metric which have not been detected by delta metric
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Fig. 21 Spoofing attack detection by proposed metric which have not been detected by ratio metric
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figures, a same spoofing data is applied to the software as was given for the simulation of

Figs. 14, 15, 16, 17, 18.

7 Conclusion

Growing importance and GPS applications in various fields, leads many researches to the

security of GPS systems and investigation of eventual perturbations in them. In this study,

we focused on spoofing threat as an important disturbance and analysis SQM methods as a

considerable spoofing detection method in tracking level. After introducing SQM tech-

nique, conventional SQM metrics were described and then this metrics were examined by
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Fig. 22 Spoofing attack detection by proposed metric which have not been detected by early-late phase
metric
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Fig. 24 Spoofing attack detection by proposed metric which have not been detected by ratio test metric
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Fig. 23 Spoofing attack detection by proposed metric which have not been detected by magnitude metric
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available spoofing data series in laboratory. To achieve a more precise investigation, we

defined an accuracy scale and compared the conventional metrics with the defined scale.

After examination of the metrics, it was concluded that none of the existing metric is

capable to diagnose spoofing attack in all available spoofing data set, and furthermore, in

some cases they do not have sufficient accuracy. As a consequence, the immense necessity

for a new metric is undoubted. By the combination of the conventional metrics a novel

enhanced metric has been obtained. By the evaluation of the new ratio phase metric and

comparing it with the other tests, it was concluded that the proposed enhanced metric has

improved considerably in terms of efficiently and accuracy in spoofing real-time detection.

Base on this paper, because of simultaneous consideration of phase and amplitude of GPS

signal in the suggested metric, detection accuracy increases from average 1.3 (related to

previous metrics) to average 4.8 which is which is an impressive improvement.
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